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Remote Access Trojans

A computer program that allows an individual to
have full remote control of the device where the
software is installed.

INSTALLED SECRET HIDES TO
WITHOUT REMOTE AVOID
CONSENT CONTROL DETECTION



What happened in
the last 30 years?




e \\Ve collected, investigated, and built a corpus
of the most well-known RATs in history.

e RATs are grouped in families, with slight
variations of the same RATs grouped together.

e Documented 337/ unique families of RATSs.



Timeline of

RATs
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Deep Throat
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1996 1997 1998 1999

NokNok RAT Netbus
Back Orifice
Y3k
Vortex
Socket23
Girlfriend
Acid Shivers
Casus
Grifin
Troyana Argentino

LanFiltrator

Nova RAT
Pandora

Greek Hackers RAT
MRA RAT

Snoopy

Sparta RAT

Stitch RAT | Rurktar
HWOm Pupy Basic RAT | RATAttack
Kjwdrm GowRAT SilentBytes RAT | DarkTrack
Bozok Orcus Proton RAT | Cobian RAT
Ghost/Ucul Rottie3 GhostCtrl | KhRAT
Jspy Killer RAT RETADUP | RevCode
Jcage Hi-Zor RingRAT | AhMyth Android
9002 Quaverse Iskander RAT | PowerRAT
SandroRAT Heseber CrossRAT | MacSpy
Greame Cardinal EVlOSX | DNSMessenger
Havex Jeat Kedi | PentagonRAT
BlackHole Small Net Trachilus Micropsia | xRAT
Antapot SpyGate Matryoshka Overlay RAT | NewCore
Adwind CTRAT Hallaj PRO Parat (python, gituhub) | AthenaGo
Ammyy Admin MM RAT HellSpy RunningRat
P Storrie RAT Pitty Tiget JadeRAT SanicSpy
Seed RAT Paladin Skywyder TelegramRAT
SharpBot Lea RAT NanHaishu UBoatRAT
Shady RAT Shadaw Logaer Wonkny \ermin
Vertex Shiz RAT Xena ARAT
Xpert Alusinus Babylon HeroRAT
HellRaiser RARSTONE Storm RAT TeleRAT
Hav-RAT IncognitoRAT Dragon Eye Mini EggShell IRRAT
xHacker VertexNet PCRat Maker/Yebot Bondupdater
ComRAT Cerberus Hupigon Galaxy RAT TVRAT / TVSpy BrainDamage
AHRAT Apocalypse WinSpy KimlongRAT HttpBrowser RAT Caesar RAT
Turkejan Poison Ivy DarkNet RAT Venomous lvy Navalite RAT GORAT 05 Celestial Pinky RAT
HawkEye Bandook Punisher AR Loki RAT Ormega RAT RadRAT Camet Rat
LokiTach Dark RAT Darkhotel Terminator RCIS by BKA KeyBoy Ozone RAT Android Voyager
MadRAT ProAgent RAT LostDoor PeClient RAT Ruski RAT NanoCore OmniRAT ‘WebMonitor
Vigilix IKlogger ZombieRAT Aryan RAT CyberGate Imminent Manitor Luminosity Link
....................... L e e g
2003 2004 2005 2006 2007 2008 2009 2010 2011 2012 2013 2014 2015 2016 2017 2018
Nuclear Arabian-Attacker DarComet BlackShades Netwire Dendroid Remcos Trooper RAT
Bifrost MofoTro Shark RAT Xireme RAT NjRAT/NjwOrm BX Spynote MicroRAT
Tequila Bandita Casper CIA RAT Deeper RAT FinSpy Mega Mangit CannibalRAT
Toquito Bandito BlackWarm Minimo Schwarze Sonne A32s RAT WIRAT LeGeNd LimeRAT | Vayne RAT
Hacker's door Comfoo miniRAT Xploit Charln IPARA RAT Revenge-RAT Powershell RAT | KevDroid
Hydragen hsidi Pain RAT Acctic RAT. Mytro BBS RAT Viw0rm 0.1 IRAT | PUBNUORAT
PlugX/Xorplug Golden Phoenix Syla Konni RokRat Parasite HTTP RAT | AsyncRAT
UNITEDRAKE GraphicBaoting TorCT PHP RAT Felismus RAT Qarallaw/grat DogCall | OverSeer RAT
Megalrojan Pocket RAT Cobalt Strike Quasar RAT Ratty
Derushi Erebus Sakula Xsser/mRAT MoonWind
GimmivA SharpEye hedLoader Droidlack Thefat RAT
RCS VorteX Yyligan Setro RAT RedLeaves | FALLCHILL
Predator Pain Archelaus Beta JRAT/JacksBot Vantom BlueShades | Flawed Ammyy
Vanguard Blue Banana LuxNet | PlasmaRaT NOPEN | Shadow Tech
Syndrome RAT Gimsen Cohhoc | OreaRAT isgy | NavRAT
SpOOISNS RAT Jacksbot COMpfun | BlackNess Lilith | Gravity RAT
SpyNet. [DerSpacher Arcom Zxshell | ONSChanRAT Remvio RAT | InnaputRAT
Dark Moon |Bioazih Black Nix | MacControl  DeputyDog | Crimsom tgRAT | 888 RAT
AdzokfAdsocks |FluProject  Client Mesh | China Chopper  Hijack@AT | Spyoofree  BetterRAT | Maus RAT
Dameware RAT | MSpy MirageFox | Rabasheeta GimmeRat | SzefPatrzy  Coldroat RAT Loda RAT
LeoUncia | Oka Szefa Winnti | Graeme Krysanec | Diamond RAT
VinSelf | Bisanal/Xorlia lcoSeript | AndroRAT
GlassRAT | Szefpatrzy
AMS | Matrix / Hikit




010 2011-2020

Phase 1 Phase 2 Phase 3
16 RAT families 70 RAT families 251 RAT families

4.3x growth 3.bx growth



Phase 1: 1996 - 2000

e Era of homemade RATs: fun and amusement.
e Developers and operators were the same actor.

e Most prominent RATs: Back Orifice, Sub/ and
Netbus.

e |[nnovative and disruptive.



Phase 2: 2001 - 2010

e RATs started to be used for attacks and profit.
e Developers and operators are different actors.

e Most prominent RATs: GhOst, Poisonlvy and
DarkComet.

e [he market started to mature.



Phase 3: 2011 - 2020

e Developers became entrepreneurs.
e Multi-tiered operators driving the market.

e Prominent RATs: NanoCore, NJRAT, and
Imminent Monitor.

e Sellers provide support, new features, and host
part of the infrastructure.



RATSs in Markets




Sellers and Marketplaces (USD)

RATs DaVinciCoders | Secret Hacker Society | buyallrat588 | Dorian Docs | FUD Exploits | Ultra Hacks
CyberGate RAT - 200 30-65 - - -
NetWire RAT - 120 - - 120 180
Imminent Monitor RAT 45 - 50-120 20-70 20-100 -
NanoCore RAT 45 96 - - 150-170 -
Luminosity Link RAT 75 55 - - 150 -
Omni Android RAT - 80 60-150 120 120 180
Ozone RAT 75 - - - 170 -
Remcos RAT - 99 - - 170 -
SpyNote RAT . 69 80-140 - 150-170 69
Android Voyager RAT - 90 30-65 30-150 30 55-250
WebMonitor RAT - - - 60-120 60 70-140




Who is using?

e Newbies to learn
e ‘Hackers' for fun

e State-sponsored
attackers

e Cybercrime groups for
financial profit



Who is using? Who is buying?
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e State-sponsored <«
attackers

e Cybercrime groups for
financial profit



For what purpose?

e Business Email Compromise
e Cyber espionage

e Targeted Attacks

e Stalkerware

e RATs are essential for most cybercriminal
activities



Future Work

e

'

oo




e Analysis of RATs features
e Expand market research
e Evaluate change in RAT prices over time

e Stalkerware, Spyware, Children monitoring apps
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